SYSTEM OF RECORDS NO.: HSNG.SF/HUP.01

SYSTEM NAME: Single Family Housing Enterprise Data Warehouse (SFHEDW) - D64A.
SYSTEM LOCATION: The HUD Data Center, which houses SFHEDW, is located at the
Hewlett Packard (HP) Facility at 2020 Union Carbide Drive, South Charleston, West Virginia
25303-2734. Additionally, HUD Headquarter staff and staff throughout the United States will
have access to SFHEDW through HUD's standard telecommunications network from desktop
workstations. Internal and external hosted locations are as follows: HUD headquarters building,
451 Seventh Street, SW, Washington, DC 20410; and Field Offices and Home Ownership
Centers' where Privacy Act records may be maintained or accessed. The records management
storage and archival facility for SFHEDW is located at the Atlanta Federal Records Center, 4712
Southpark Boulevard, Ellenwood, Georgia 30294.

CATEGORIES OF INDIVIDUALS COVERED BY THE SYSTEM: Individuals who have
obtained a mortgage insured under HUD/FHA's single family mortgage insurance programs,
individuals who have assumed such a mortgage, and individuals involved in appraising or
underwriting the mortgage. The category of individuals contained within this system includes,
but are not limited to: mortgagors, appraisers, and employees of lenders, HUD and other parties
involved with the transaction.

CATEGORIES OF RECORDS IN THE SYSTEM: AUTOMATED FILES CONTAIN
THE FOLLOWING CATEGORIES OF RECORDS:

Mortgagors: Name, addresses, date of birth, social security number, and racial/ethnic
background (if disclosed) which are supplied by lenders through Automated Underwriting

Systems during the mortgage application and underwriting process.

! http://portal.hud.gov/hudportal/documents/huddoc?id=append2.pdf
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Parties Involved with Transaction: Name, addresses, and identifying numbers which are

supplied by the lender or the individual.

Mortgage Details: Data regarding current and former FHA insured mortgages which includes
underwriting data, such as: loan-to-value ratios and expense ratios; original terms, such as:
mortgage amount, interest rate, term in months; status of the mortgage insurance; and history of
payment defaults, if any. This information is provided by the lender at the time of closing, and

also maintained by the loan servicer.

HUD Employees: Names and identification of all HUD employees who have access to the
system records. Also, identification information is stored for employees who work with

mortgage applications through FHA Connection.

NOTE: Certain records contained in this system, which pertain to individuals, contain
principally proprietary information concerning sole proprietorships, which may reflect personal
information; however, only the records reflecting personal information are subject to the Privacy
Act.

AUTHORITY FOR MAINTENANCE OF THE SYSTEM: The system is maintained in
accordance with Section 203, National Housing Act, Public Law 73-479; and 42 U.S.C.§ 3543,
titled “Preventing fraud and abuse in Department of Housing and Urban Development programs”
enacted as part of the Housing and Community Development Act of 1987, which permits the
collection of Social Security Numbers.

PURPOSE(S): The SFHEDW is an ongoing, fully operational data warehouse that is the key
source for HUD employees and contractors who require access to Single Family data. Users of
SFHEDW have assigned roles, including a “need-to-know” standard access to the system’s

information. SFHEDW is an integrated data warehouse that contains critical Single Family

business data from twenty (20) originating source systems, mostly from FHA Single Family



automated systems. The system allows queries for reporting to support oversight activities,
market and economic assessment, public and stakeholder communication, planning and
performance evaluation, policies and guidelines promulgation, monitoring and enforcement.
ROUTINE USES OF RECORDS MAINTAINED IN THE SYSTEM, INCLUDING
CATEGORIES OF USERS AND THE PURPOSES OF SUCH USES. In addition to those
disclosures generally permitted under 5 U.S.C. § 552a(b) of the Privacy Act, other routine uses
include:

1. To the Federal Bureau of Investigations (FBI), for investigations of possible fraud revealed
during the underwriting, insuring or monitoring process.

2. To the Department of Justice, for prosecutions of fraud revealed in underwriting, insuring or
monitoring.

3. To the General Accounting Office (GAO), for audit purposes.

4. To contractors, grantees, experts, consultants, and the agents thereof, and others performing
or working on a contract, service, grant, cooperative agreement with HUD, when necessary to
accomplish an agency function related to its system of records, limited to only those data
elements considered relevant to accomplishing an agency function. Individuals provided
information under this routine use are subject to the same Privacy Act requirements and
limitations on disclosure as are applicable to HUD officers and employees.

5. To contractors, experts, consultants with whom HUD has a contract, service agreement or
other assignment of the Department, when necessary to utilize relevant data for purposes of
testing new technology and systems designed to enhance program operations and performance.
6. To appropriate agencies, entities, and persons when: a) HUD suspects or has confirmed that
the security or confidentiality of information in a system of records has been compromised; b)

HUD has determined that as a result of the suspected or confirmed compromise there is a risk of
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harm to economic or property interests, identity theft or fraud, or harm to the security or integrity
of systems or programs (whether maintained by HUD or another agency or entity) that rely upon
the compromised information; and c) the disclosure made to such agencies, entities, and persons
is reasonably necessary to assist in connection with HUD’s efforts to respond to the suspected or
confirmed compromise and prevent, minimize, or remedy such harm for purposes of facilitating

responses and remediation efforts in the event of a data breach.

See also HUD’s privacy website, Appendix 1,2 for additional discretionary routine uses that may

in certain cases be applicable to SFHEDW/D64A.

POLICIES AND PRACTICES FOR STORING, RETRIEVING, ACCESSING,
RETAINING, AND DISPOSING OF RECORDS IN THE SYSTEM

STORAGE: Records are stored on magnetic tape/disc/drum. There are no paper records stored
by this system.

RETRIEVABILITY: Records are retrieved by name, social security number or other
identification number, case number, property address, or any other type of stored data. There are
no paper records retrieved by this system.

SAFEGUARDS: Electronic records are maintained in secured areas, and access is limited to
authorized personnel. There are no paper records maintained requiring safeguarding by this
system.

RETENTION AND DISPOSAL.: Electronic records of cases established are retained
indefinitely. Records maintained by SFHEDW are copies of records compiled from the
originating source systems. For this reason, records within SFHEDW can be maintained until no
longer needed for administrative, legal, audit, or other operational purposes. The Records

Retention Schedule for SFHEDW is listed in the General Records Schedule (GRS) 20.4/20.5.

2 http://portal.hud.gov/hudportal/documents/huddoc?id=append1.pdf
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SYSTEM MANAGER(S) AND ADDRESS: Director, Office of Single Family Program
Development, HUP, Department of Housing and Urban Development, 451 Seventh Street, SW,
Washington, DC 20410. Notification and Record access procedures: For information,
assistance, or inquiries about the existence of records, contact the Chief Privacy Officer,
Department of Housing and Urban Development, 451 Seventh Street, SW, Room 4156,
Washington, DC 20410 (Attention: Capitol View Building, 4" Floor), telephone number: (202)
402-8073. Verification of your identity must include original signature and be notarized.
Written request must include the full name, date of birth, current address, telephone number, and
a valid government issued ID of the individual making the request.

CONTESTING RECORD PROCEDURES: The Department’s rules for contesting contents
of records and appealing initial denials appear in 24 CFR Part 16. Additional assistance may be
obtained by contacting: U.S. Department of Housing and Urban Development, Chief Privacy
Officer, 451 Seventh Street, SW, Washington, DC 20410, or the HUD Departmental Privacy
Appeals Officers, Office of General Counsel, Department of Housing and Urban Development,
451 Seventh Street, SW, Washington DC 20410.

RECORD SOURCE CATEGORIES: Mortgagors, appraisers, mortgagee staff, underwriters,
and HUD employees provide data to the originating source systems. The originating source
systems then pass select data onto SFHEDW. The originating source systems that provide data
to SFHEDW are as follows:

Active System Interfaces:

1.  A43—Single Family Insurance System (SFIS).
2. A43C—Single Family Insurance Claims System (CLAIMS).
3. A80R—Single Family Premium Collections System—Upfront (SFPCS-U).

4.  A80S—Single Family Acquired Assets Management System (SAMS).



5.  F17—Computerized Home Underwriting Mortgage System (CHUMS).

6. F42D—Single Family Default Monitoring System (SFDMS).

7. F72—Title I Insurance and Claims System (TIIS).

8. HMDA data from Federal Reserve Board (FRB).

9. F71A—Generic Debt Management System (GDEBT).

10. Al15—Geocoding Service Center (GSC).

11. A80H—Single Family Mortgage Asset Recover Technology System (SMART).
12. P271—Home Equity Reverse Mortgage Information Technology (HERMIT).
13. PO13—FHA Subsidiary Ledger (FHA-SL).

14. P269—Ginnie Mae’s Reporting and Feedback System (RFS).

15. P238—Ginnie Mae’s Portfolio Analysis Database System/Corporate Watch

(GPADS/CW)
16. P278—Lender Electronic Assessment Portal (LEAP).

Archival Data from Retired Systems:

1.  ABON—Single Family Mortgage Notes System (SFMNS) — System replaced by A80H

Single Family Mortgage Asset Recover Technology System (SMART).

2. F12—Home Equity Conversion Mortgage (HECM) — System replaced by P271 Home
Equity Reverse Mortgage Information Technology (HERMIT).

3. F42—Consolidated Single Family Statistical System (CSFSS).

4.  F42H—Home Mortgage Disclosure Act System (HMDA) — System replaced by data

from the Federal Reserve Board (FRB).



7
5. F51—Institution Master File (IMF) — System replaced by P278 Lender Electronic
Assessment Portal (LEAP).
SYSTEMS EXEMPTED FROM CERTAIN PROVISIONS OF THE ACT: None.

Click the following link to review this SORN publication in the Federal Register:
http://www.gpo.gov/fdsys/pka/FR-2015-03-09/html/2015-05278.htm
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